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Page : 04 : GS 3 : Internal Security 

Defence Minister Rajnath Singh addressed the growing challenge posed by unconventional warfare 

methods, including Artificial Intelligence (AI)-based warfare, cyber attacks, and other advanced forms of 

conflict. 
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Types of Emerging Threats 

 AI-Based Warfare: Leveraging AI for decision-making and automation in military operations could 

outpace traditional warfare tactics. AI can also be used in autonomous weapons, making the 

battlefield more complex and unpredictable. 

 Cyber Attacks: Increasing reliance on digital infrastructure makes military systems vulnerable to 

cyber-attacks, which could disrupt command and control, intelligence systems, and critical 

infrastructure. 

 Information Warfare: Manipulating public opinion and spreading misinformation can destabilize 

societies, making information control a critical element of modern conflicts. 

 Electromagnetic Warfare: The use of electromagnetic fields to disable enemy communication and 

radar systems is emerging as a new mode of attack. 

 Space Warfare: The militarization of space presents new vulnerabilities, with satellite systems 

becoming targets for cyber or physical attacks. 

 Proxy Warfare: Involves the use of indirect methods such as using non-state actors to advance 

national interests, complicating the attribution of attacks. 

Challenges in Combating New Threats 

 The rapid evolution of these threats requires swift adaptation, with militaries needing to integrate 

new technologies, like AI, to counter them effectively. 

 Traditional defence systems and training may not be sufficient to address such advanced threats, 

demanding a rethinking of defence strategies and tactics. 

 Cybersecurity, in particular, requires ongoing innovation and vigilance to protect against 

increasingly sophisticated cyberattacks. 

India’s Response to Emerging Threats 

 Defence Minister Rajnath Singh emphasized the importance of mastering frontier technologies to 

keep up with evolving challenges. 

 The government has focused on enhancing military training programs, particularly in areas like AI, 

communication technology, and leadership. 

 Training centres like those in Mhow Cantonment are evolving their curricula to address these new 

challenges, preparing soldiers for future warfare. 

 India’s defence exports have significantly increased, with a target of ₹50,000 crore by 2029, 

reflecting the country’s growing capabilities in advanced defence technology. 
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Way Forward: Strengthening Defence and Preparedness 

 Invest in AI Research: Continued investment in AI research is crucial to develop new technologies 

and techniques to combat AI-driven threats. 

 Develop AI-Powered Defenses: The development of AI-powered defenses, such as machine 

learning-based intrusion detection systems, is essential to detect and respond to advanced threats. 

 Promote International Cooperation: International cooperation is needed to share information and 

best practices in combating AI-driven threats. 

 Develop Ethical Guidelines: The development of ethical guidelines for the use of AI in 

cybersecurity is necessary to ensure that these technologies are used responsibly. 

Conclusion 

 The emergence of unconventional warfare methods presents new challenges for national security. 

 India must prioritize advancements in frontier technologies like AI and cyber defense. 

 Comprehensive strategies are essential for future readiness. 

PYQ: Mains 2015 

Ques :  Considering the threats cyberspace poses for the country, India needs a “Digital Armed Force” to 

prevent crimes. Critically evaluate the National Cyber Security Policy, 2013 outlining the challenges 

perceived in its effective implementation. (200 words/12.5m)  
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Page 07 : GS 3 : Environment – Conservation – Important species 

The article discusses the vital role of elder animals in ecosystems, highlighting their contributions to 

species survival and conservation. 

 

Importance of Elders in the Animal Kingdom 
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 Elder animals, from elephant matriarchs to shark grandmothers, guide their families through life’s 

challenges, imparting crucial knowledge. 

 The roles of older animals are crucial across species, particularly in how they stabilize social 

hierarchies and pass on knowledge for survival. 

Aging in the Wild 

 Aging varies across species, with older individuals often holding significant roles in social stability 

and knowledge transmission. 

 Researchers highlight that the loss of older individuals due to factors like habitat destruction, 

hunting, and climate change can significantly impact species, particularly long-lived animals. 

 These elders are vital for passing on cultural practices and knowledge of adaptation. 

 Elder individuals in long-lived species are essential for knowledge transmission, assisted parental 

care, and survival strategies in harsh environments. 

Examples of Elder Roles in Animal Social Structures 

 Elephants: African elephants rely heavily on matriarchs, the oldest females, for survival. Studies 

show that elephant herds with older matriarchs respond more effectively to threats, such as lion 

roars. In their absence, younger elephants struggle to adapt and may even face increased risks of 

conflict with humans. 

 Orcas: Older female orcas undergo menopause, enabling them to assist in raising their daughters’ 

calves. This behavior, known as the grandmother hypothesis, is crucial for the survival of orca 

populations, as older females help guide the young to feeding grounds and protect them from 

predators. 

Impact of Human Activities on Elders 

 Human activities like climate change and habitat destruction threaten the survival of elder animals, 

leading to cascading effects on the social structure and behavior of species. 

 In species like elephants and orcas, the loss of elders disrupts social stability and makes it more 

challenging for younger members to thrive, increasing stress and vulnerability. 

Longevity Conservation Paradigm 

 The concept of longevity conservation is introduced, advocating for the protection of older 

individuals in species conservation efforts. 
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 This includes preserving age structure, which is critical in long-lived species that rely on older 

individuals for reproduction, migration, and cultural transmission of knowledge. 

 This paradigm is particularly important for species in fluctuating environments, such as fish and 

reptiles, where older individuals contribute more to reproduction and survival. 

Challenges in Implementing Conservation Strategies 

 Implementing longevity conservation strategies is challenging, particularly in multi-species fisheries 

like those in India, where different species grow at different rates and require different management 

approaches. Fishing gear cannot easily target specific species or ages. 

 Despite the benefits, the International Union for Conservation of Nature (IUCN) has not yet 

recognized the loss of older individuals as a primary criterion for listing species as threatened. 

Conclusion 

 Protecting elder animals is crucial for biodiversity and ecosystem stability. 

 Their knowledge, experience, and roles in social structures help ensure species’ survival, especially in 

the face of environmental changes and human disturbances. 

 Efforts to protect these individuals through strategies like age-based fisheries management can aid 

in conservation, though significant challenges remain in implementing these strategies. 

UPSC Mians Practice Question 

Ques : Examine the significance of older individuals in animal species’ survival and discuss the challenges in 

implementing longevity conservation strategies. (150 Words /10 marks)  
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Page 07 : Prelims Fact 

On December 24, NASA’s Parker Solar Probe made history by flying closer to the 

sun than any spacecraft before. 

 It reached a distance of 6.1 million kilometers from the sun’s surface, with its 

heat shield exposed to temperatures above 930°C. 

NASA’s Parker Solar Probe: 

 Overview 

o The Parker Solar Probe is a NASA spacecraft designed to study the 

Sun. 

o Launched on August 12, 2018, it is on a seven-year mission to get 

closer to the Sun than any spacecraft before. 

 Mission Objectives 

o The primary goal is to understand the Sun’s outer atmosphere, called 

the corona, and its behavior. 

o It aims to uncover the origins of solar wind and understand how solar 

storms (coronal mass ejections) affect Earth. 

o The probe seeks to answer why the Sun’s corona is hotter than its 

surface. 

 Heat Shield Technology 

o The spacecraft is equipped with a heat shield to protect it from 

extreme temperatures, with the Sun’s heat reaching over 930°C. 

o Despite the intense heat, the probe’s instruments are kept near room 

temperature (around 29°C). 

 Future Milestones 

o The Parker Solar Probe will make multiple close passes to gather more 

data, with significant flybys scheduled in 2025. 
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In News : National Green Tribunal (NGT) 

The National Green Tribunal has sought a response from the Central Pollution Control Board and Jaipur's 

District Magistrate in a matter related to several students getting hospitalised after a suspected gas leak in 

the Rajasthan capital. 

 

About National Green Tribunal: 

 It was established in 2010 under the National Green Tribunal Act, 2010 for effective and expeditious 

disposal of cases relating to environmental protection and conservation of forests and other natural 

resources. 

 It is a specialized body equipped with the necessary expertise to handle environmental disputes 

involving multi-disciplinary issues.  

 The Tribunal shall not be bound by the procedure laid down under the Code of Civil Procedure, 

1908, but shall be guided by principles of natural justice. 
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 The Tribunal is mandated to make and endeavour for disposal of applications or appeals finally 

within 6 months of filing of the case. 

 Locations: New Delhi is the Principal Place of Sitting of the Tribunal and Bhopal, Pune, Kolkata and 

Chennai shall be the other four place of sitting of the Tribunal. 

 Composition of NGT: The Tribunal comprises: 

o Chairperson: A retired Supreme Court judge. 

o Judicial members: Retired High Court judges. 

o Expert members: Professionals with at least 15 years of experience in fields related to 

environment or forest conservation. 
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 In News : Fishing Cat Collaring Project 

The Wildlife Institute of India-Dehradun is set to launch India’s first Fishing Cat Collaring Project at Coringa 

Wildlife Sanctuary. 

Analysis of the news: 

 

India’s First Fishing Cat Collaring Project: 

 The Wildlife Institute of India-Dehradun is executing India’s first Fishing Cat Collaring Project as part 

of the second fishing cat census. 

 This three-year project aims to study the species’ home range, behaviour, habitat ecology, feeding 

habits, and space use. 

 The project plans to collar 10 fishing cats with lightweight GIS-equipped devices. 

 The collaring is expected to be completed by March or April 2025. 

Fishing Cats 
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 Scientific Name: Prionailurus viverrinus. 

 Description: 

o It is twice the size of a house cat. 

o The fishing cat is nocturnal (active at night) and apart from fish also preys on frogs, crustaceans, 

snakes, birds, and scavenges on carcasses of larger animals. 

o The species breed all year round. 

o They spend most of their lives in areas of dense vegetation close to water bodies and are 

excellent swimmers. 

Habitat: 

 Fishing cats have a patchy distribution along the Eastern Ghats. They abound in estuarine 

floodplains, tidal mangrove forests and also inland freshwater habitats. 

 Apart from Sundarbans in West Bengal and Bangladesh, fishing cats inhabit the Chilika lagoon and 

surrounding wetlands in Odisha, Coringa and Krishna mangroves in Andhra Pradesh. 

Threats: 

 A major threat for fishing cats is the destruction of wetlands, their preferred habitat. 

 Shrimp farming is another growing threat to the mangrove habitats of the Fishing Cat. 
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 This unique cat also faces threats from hunting for meat and skin. 

 Tribal hunters indulge in ritual hunting practices throughout the year. 

 It is also occasionally poached for its skin. 

Protection Status: 

 IUCN Red List: Vulnerable 

 CITES: Appendix II 

 Indian Wildlife Protection Act, 1972: Schedule I 

Coringa Wildlife Sanctuary: 

 Spanning 235 square kilometers, Coringa Wildlife Sanctuary (CWS) is India’s second-largest 

mangrove habitat. 

 It is home to the endangered fishing cat. 

 Located in the Godavari estuary, the sanctuary lies at the confluence of the Coringa River and the 

Bay of Bengal in Kakinada, Andhra Pradesh. 

 Krishna Wildlife Sanctuary in the Krishna estuarine forest area is another habitat for the fishing cat.. 
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Context : 

 Recent incidents involving NSQ drugs have raised concerns, with five young mothers in Ballari, 

Karnataka, allegedly dying due to contaminated drugs manufactured by a pharmaceutical company 

in West Bengal. 

Incidents of Not of Standard Quality (NSQ) Drugs in India 

 The Drugs and Cosmetics Act, 1940, allows pharmaceutical companies to sell their drugs across the 

country, even if they are licensed and inspected only in the state where the manufacturing facility is 

located. 

 This regulatory gap makes it difficult for states like Karnataka to prevent poorly manufactured drugs 

from flooding local pharmacies, leading to significant public health risks. 

Problems Faced by States in Addressing NSQ Drugs 

 Some states face challenges in dealing with drugs manufactured outside their jurisdiction. 

 Drug inspectors can only prosecute pharmaceutical companies, which is a time-consuming process. 

 During the trial, manufacturers from other states can continue selling their products, as only the 

home-state drug inspectors have the authority to cancel or suspend manufacturing licenses. 

Proposed Solutions to Address the Issue 

 One cost-effective solution is to promote information sharing between the drug control 

departments of different states and public procurement agencies. 

 A centralized database of test results from central and state drug testing laboratories would allow 

drug inspectors and procurement officials to track drug failures across states. This would help in 

adopting a risk-based approach for enforcement and procurement decisions. 

 Centralized inspection reports and licensing information from state drug inspectors should also be 

made available in one database. 

 This would allow procurement agencies to verify pharmaceutical companies’ credentials and avoid 

the purchase of low-quality drugs. 

Benefits of a Centralized Database 

GS Paper 02 :  Social Justice – Health 

UPSC Mains Practice Question: Discuss the challenges posed by the current drug 

regulatory framework in India, particularly in addressing the issue of Not of Standard 

Quality (NSQ) drugs. How can information sharing and legal reforms improve drug safety 

and public health? (250 Words /15 marks) 
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 A centralized database would assist procurement agencies the state agencies in verifying the quality 

of pharmaceutical manufacturers before purchasing drugs. 

 This would help prevent incidents like the recent scandal in Maharashtra, where spurious antibiotics 

were sold to public hospitals. 

 By tracking manufacturers with poor inspection records, procurement officers can prioritize 

suppliers from states known for rigorous inspections, ultimately improving public health outcomes. 

Additional Recommendations 

 A central register should be created by the Union Ministry of Health to record pharmaceutical 

manufacturers blacklisted by procurement agencies for supplying NSQ drugs. This would help 

eliminate bad players from the market. 

 States should be empowered with legal authority to block manufacturers from other states from 

selling drugs within their jurisdiction if the drugs have caused adverse health effects, such as deaths, 

until the manufacturers rectify the issue. 

Conclusion: 

 The issue of NSQ drugs in India highlights significant regulatory gaps and public health risks. 

 Strengthening information sharing through centralized databases can improve drug quality control. 

 Empowering states with legal authority and advocating for legislative reforms will ensure better 

monitoring and enforcement, improving drug safety across the nation. 

 


